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4D Group

Digital Risks

Who would benefit?
Brokers advising commercial clients their exposures.

Objective
At the end of the workshop you will be able to:

e |dentify the risks to commercial organisations posed by their reliance on information
technology and the internet

e Assess those types of organisation and activity which are most exposed to which threat
e Describe the risk controls which to mitigate the impact of digital risks

e Describe the extent and limitations of the protection provided by existing insurance
coverage against digital risks

e Outline the coverage provided by cyber/internet liability policies

Content

Digital Risks/Threats

Viruses/Worms/Trojan Horses

Denial Of Service Attacks

Hacking

Physical Damage

Data disruption

Software failure

Breakdown

Libel and Slander

Breach of privacy

Intellectual Property exposures

Identity Theft

Theft

Risk controls

Existing coverage limitations

= Property Damage/Business Interruption

= Computer policies

= Public/Products Liability and Professional Indemnity
= Crime

= Cyber Liability policy coverage — key features

Duration
Half day

Pre-requisites
A good understanding of commercial insurance




